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(57) ABSTRACT

An encryption key may be generated based on personalized
unit data associated with a software download recipient, for
example, a secure processor. In some aspects, the secure
processor may generate a decryption key based on its person-
alized unit data, and a software download may be performed
between the software provider and the secure processor using
the generated encryption keys. The secure processor may
then decrypt and load the software for execution. The encryp-
tion and decryption key generation may also be based on a
sequence number or other data indicating one or more previ-
ous software downloads at the secure processor. Using the
sequence number or other data, sequences of multiple encryp-
tion and/or decryption keys may be generated to support
multiple software downloads to a secure processor.
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